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MEADOWS FIRST SCHOOL 

e-Safety Policy 

The school policy for E-Safety, including Acceptable Use Agreements and Protocols for the use of the 

internet reflects the consensus of opinion of the whole teaching staff and has the full agreement of the 

Governing Body.  

1. Rationale  

The school and its partner agencies are committed to ensuring that children and young people are 

safeguarded whilst using information and communication technology (ICT). 

 “Children and young people have embraced new technologies as a source of information, education and 

entertainment. The use of digital technology has been completely normalized and it is now fully integrated 

into their daily lives. Children are using technology in new and exciting ways, enhancing and enriching their 

lives with the many tools on offer”.  

“ICT can offer many positive educational and social benefits to young people but unfortunately there are 

some dangers. As in any other area of life, children and young people are vulnerable and may expose 

themselves to danger, whether knowingly or unknowingly, when using the internet and other technologies.”                                                                                    

Signposts to e-safety Becta 2007  

This policy applies to all members of the school community (including teaching staff, wider workforce, 

pupils, volunteers, parents/carers, visitors, community users) who have access to and are users of school ICT 

systems, both in and out of school.  

The Education and Inspections Act 2006 empowers head teachers, to such extent as is reasonable, to regulate 

the behaviour of pupils when they are off the school site and empowers members of staff to impose 

disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying or other e-

safety incidents covered by this policy, which may take place out of school, but are linked to membership of 

the school.  

The school will deal with such incidents using guidance within this policy as well as associated behaviour 

and anti-bullying policies and will, where known, inform parents / carers of incidents of inappropriate e-

safety behaviour that take place out of school.  

This policy has strong links to other school policies as follows: 

Computing policy How Computing is taught, used, managed, resources and 

supported in our school. 

Computing progression Documents detailing computing skills and how these progress 

through different Year groups and curriculum coverage 

Safeguarding policy Safeguarding children electronically is an important aspect of E-

Safety. The E-Safety policy forms a part of the school’s 

safeguarding policy. 

Behaviour Positive strategies for encouraging e-safety and sanctions for 

disregarding it. 

PSHE E-Safety links to the PSHE curriculum, which teaches children 

how to stay safe. 

GDPR Links to Information Security Policy, School Technical Security 

Policy, Clean Desk, Clear Screen Policy, Social Media Policy 

and Remote Access Policy. 

 



 

2. Aims  

This policy is part of a suite of e-safety documents and strategies developed:  

• to ensure that pupils are provided with as safe and secure learning technologies and internet environment 

as is possible, 

 • to educate pupils to be aware of, and respond responsibly, to any risks,  

• to encourage and support parents, staff and other stakeholders in protecting and educating pupils on how to 

stay safe online and in the wider world. 

3. ROLES AND RESPONSIBILITIES  

E-safety is a whole-school responsibility dependent on all stakeholders eg staff, governors, advisers, parents 

and, where appropriate, pupils themselves taking responsibility for the use of the Internet and other forms of 

communication. Of major importance in creating a safe e-learning environment is the internet safety 

education which occurs in the classroom itself, initiated by the teacher or teaching assistant. Pupils are 

taught safe and responsible behaviours, and are enabled to develop the critical thinking skills to remain both 

safe and legal when using the internet and related technologies, in and beyond the context of the classroom. 

Whilst the Head Teacher has overall responsibility for safeguarding, which includes e-safety issues, a senior 

manager has delegated responsibility as the E-safety Coordinator responsible for e-safety management. 

An E-Safety Committee meets on a Termly basis to review and monitor E-Safety and the E-Safety Policy. 

This committee comprises of the E-Safety Coordinator, E-Safety Governor and the head teacher. The E-

Safety Governor then reports regularly to main governing body as part of a regular safeguarding review.  

All members of the school community have core responsibilities within and outside the school environment 

to: 

• use technology responsibly 

• accept responsibility for their use of technology 

• model best practice when using technology  

• report any untoward incidents to the e-Safety coordinator using the school procedures  

• understand that network activity and online communications are monitored, including any personal and 

private communications made via the school networks.  

3.1 E-Safety Coordinator Role and Responsibilities 

 Our E-Safety Coordinator is the person responsible to the head teacher and governors for the day to day 

issues relating to E-Safety. The E-Safety Coordinator: 

• leads to the E-Safety Committee 

• takes day to day responsibility for E-Safety issues and has a leading role in establishing and 

reviewing the school E-Safety policies/documents 

• ensures that all staff are aware of the procedures that need to be followed in the event of an E-Safety 

incident 

• provides training and advice for staff 

• liaises with the Local Authority 

• liaises with school ICT technical staff 

• receives reports of E-Safety incidents and creates logs of incidents to inform future E-Safety 

developments 

• reviews the output from forensic monitoring software and initiates action where necessary, keeping a 

log of checks made 

• meets termly with the E-Safety committee  

• attends relevant meetings and committees of the Governing Body 



• reports regularly to the Senior Leadership Team 

• receives appropriate training and support to fulfil their role effectively 

3.2 Governors Responsibilities  

Governors are responsible for the approval of this policy and for reviewing its effectiveness. This will be 

carried out by the governors receiving regular information about e-safety incidents and monitoring reports. A 

member of the governing body has taken on the role of e-safety governor which involves: Termly meetings 

with the E-Safety Co-ordinator with an agenda based on:  

• monitoring of e-safety incident logs  

• reporting to relevant Governors committee / meeting 

• reviewing policy 

3.3 Headteacher  

• The Headteacher is responsible for ensuring the safety (including e-safety) of all members of the 

school community, though the day to day responsibility for e-safety is delegated to the E-Safety 

Coordinator  

• The Headteacher and another member of the senior management team will be familiar with the 

procedures to be followed in the event of a serious e-safety allegation being made against a member 

of staff, including non-teaching staff. (See flow chart on dealing with e-safety incidents and other 

relevant disciplinary procedures)  

3.4 Responsibilities: 

 Classroom based staff Teaching and Support Staff are responsible for ensuring that  

• they safeguard the welfare of children and refer child protection concerns using the proper channels: 

this duty is on the individual, not the organisation or the school.  

• they have an up to date awareness of e-safety matters and of the current school e-safety policy and 

practices including the school’s approach to the Prevent Agenda 

• they have read, understood and signed the school’s Acceptable Use Agreement for staff 

• they report any suspected misuse or problem to the E-Safety Co-ordinator 

• they undertake any digital communications with pupils (e.g email ) in a fully professional manner 

and only using official school systems  

• they embed e-safety issues in the curriculum and other school activities, also acknowledging the 

planned e-safety programme. 

3.5 Responsibilities: ICT Technician 

 Meadows First School employs the services of Lourdes, who are aware of e-safety best practice, to manage 

their network and ICT systems.  

The ICT Technician is responsible for ensuring that: 

• the school’s ICT infrastructure and data are secure and not open to misuse or malicious attack  

• the school meets e-safety technical requirements (and any relevant Local Authority E-Safety Policy 

and guidance) 

• users may only access the school’s networks through a properly enforced password protection policy 

as outlined in the school's information security policy and technical security policy.  

• shortcomings in the infrastructure are reported to the Computing coordinator/E-safety Coordinator or 

Headteacher so that appropriate action may be taken 

 4. Policy Development, Monitoring and Review  

This E-Safety policy has been developed from a template provided by Worcestershire School Improvement 

Service and through consultation with:  

• School E-Safety Coordinator  

• Headteacher  

• Teachers  

• Support Staff  

• ICT Technical Staff  



• E-Safety Governor  

• Parents and Carers  

• Pupils 

 

4.1 Schedule for development/monitoring/review of this policy: 

This E-Safety policy was approved by the 

Headteacher on: 

September 2020 

The implementation of this E-Safety policy 

will be monitored by the: 

E-Safety Committee under the direction of the 

E-Safety Coordinator, 

Monitoring will take place at regular 

intervals: 

Termly 

The governing body will receive reports from 

the E-Safety Committee: 

Annually 

The E-Safety policy will be reviewed 

annually (or more regularly in light of any 

significant new developments). The next 

anticipated review date will be: 

Annually 

Should serious E-Safety incidents take place, 

the following external persons/agencies 

should be informed: 

Worcestershire Safeguarding Children Board 

E-Safety Representative Local Authority 

Designated Officer Worcestershire Senior 

Advisor for Safeguarding Children in 

Education West Mercia Police 

 

5. Network security and monitoring  

The school reviews both physical and network security regularly and monitors who has access to the system, 

consulting with the LA where appropriate:  

• Anti-virus software is installed on all computers and updated regularly. 

• Central filtering is provided and managed by Lourdes.  

• All staff are made aware that if an inappropriate site is discovered it must be reported to the e-Safety 

coordinator who will report it to the Lourdes Service Desk to be blocked. 

• Pupils are taught to tell an adult immediately if they open a site which has unpleasant content or 

which worries them. 

• All incidents will be recorded in the e-Safety log, kept by the E-Safety Coordinator, for audit 

purposes. 

• Requests for changes to the filtering will be directed to the e-Safety coordinator in the first instance 

who will forward these on to Lourdes or liaise with the Head as appropriate. 

• The school uses impero on all school owned equipment to ensure compliance with the Acceptable 

Use Policies. This is monitored by the e-safety coordinator and another nominated member of staff, 

in liaison with the Head Teacher. 

5.1 Filtering 

 The school has a managed filtering service in place which filters internet content and provides an important 

means of preventing users from accessing material that is illegal or inappropriate in an education context. 

The filtering system cannot, however, provide a 100% guarantee that it will do so. There is some flexibility 

to allow the school to modify the filter.  

The day to day responsibility for the management of the school’s filtering policy is held by the E-Safety 

Coordinator (with ultimate responsibility resting with the Headteacher and Governors). Logs of changes to 

and breaches of the filtering system will be kept by the E-Safety Coordinator.  



All users have a responsibility to report immediately to class teachers/E-Safety Coordinator any 

infringements of the school’s filtering policy of which they become aware or any sites that are accessed 

which they believe should have been filtered. 

 Users must not attempt to use any programmes or software that might allow them to bypass the 

filtering/security systems in place to prevent access to such materials.  

5.2 Passwords  

• All staff are issued with their own username and password for network access.  

• Visitors / Supply staff/Students are issued with temporary ID's. 

• All pupils have personal logins for specific educational activities eg purple mash which they are 

taught not to share; however it is acknowledged that when pupils work together on a computer one or 

the other will need to login.  (see below for Acceptable Use protocols)  

• Passwords for servers are encrypted to ensure they are secure. These passwords are available to the 

School Business Manager and to the Head in case of need.  

• The school’s E-Safety curriculum will include frequent discussion of issues relating to password 

security and staying safe in and out of school. 

5.3 Mobile technologies (see also Section 8) 

 Laptops and Ipads are provided for teachers for educational purposes and their own professional 

development. These can be used outside of school, although staff are advised to ensure these are kept safe 

and secure at all times e.g. they should not be left locked in the boot of a car. The e-safety policy and user 

agreements also apply to laptops and Ipads at all times. No non-educational software should be installed on 

these. Any laptops or other storage devices are used by staff and which are not encrypted, should not contain 

any personal data relating to pupils. (See also School Technical security policy and Information Security 

Policy)  

 5.4 E-learning technologies  

. The school also subscribes to some educational content and SIMS Learning Gateway. To safeguard against 

risks and unacceptable materials and activities these services include filtering and content control, firewall 

and virus protection, and software for monitoring access to the Internet by each individual log-in. Any new 

technologies will only be made accessible to the school community when they have been assessed for their 

nature, content, educational benefit, safety and security. Safe disposal of any computing equipment is the 

responsibility of the E-Safety Coordinator under the advice of the ICT Technician. (Lourdes) 

6. E-Safety Awareness and training 

 E-safety awareness and education is an essential part of the school’ e-safety provision. To achieve this, the 

school:  

• provides a programme of e-safety learning as part of Computing/PSHE, and reinforces key e-safety 

messages throughout the school curriculum. 

• makes this policy, and related documents, available on the school website for everyone to access  

• updates and reviews this policy, and related documents, with staff and governors on an annual basis  

• displays relevant e-safety information in all classrooms and other areas where computers are used  

• ensures learning technologies are reviewed by relevant coordinators and their purpose  

• considers e-safety ideas for their use and disseminated through curriculum meetings / staff meetings / 

training sessions  

• parents are provided with e-safety advice and guidance on the school website, and when appropriate 

via newsletters or parents’ meetings/workshops. 

6.1 Acceptable Use of the Internet  

The Internet can provide pupils and all stakeholders with opportunities to experience and use a wide range of 

activities, resources, and information to support and enhance the learning and teaching across the whole 

school curriculum. 

• All pupils will be expected to access the Internet unless parents have indicated otherwise at the time 

their child is admitted to school.  

• Adults in school who use e-technologies are asked to read, sign and comply with the relevant e-

safety/Acceptable Use Agreement.  



• Parents are asked to discuss with their children the e-safety/Acceptable Use Agreement for pupils 

appropriate to the key stage their child is in, and sign the agreement. 

- In the Early Years Foundation Stage access to the Internet is with the teacher or teaching assistant 

as a collaborative introduction to websites. Where children are working independently, they are 

closely supervised to ensure that they are only using activities set up by teaching staff.  

- In KS1 the majority of access to the Internet will be by the teacher, by adult demonstration or 

through carefully supervised access to specific approved on-line materials. 

- In KS2 internet access will form part of delivery of the curriculum and to encourage independent 

research and learning. 

• Pupils will only access and use the Internet when a suitable adult, who has signed their agreement to 

the policy, is present in the room.  

• Pupils will be taught how to use the internet safely and responsibly as an integral part of e-learning 

across the curriculum and supported by the school’s e-safety programme. 

• In the spirit of Every Child Matters pupils will be taught how to be safe while online at home as well 

as at school. Videos from ‘You tube’ which are to be used to support and enhance learning and 

teaching are vetted prior to use with children. Such videos are NOT to be accessed or loaded whilst 

children are present so must be loaded on full screen prior to children coming into the classroom/hall. 

Alternatively, when possible the YouTube downloader should be used, depending on the settings of a 

video itself working within this.  

6.2 Email  

The Internet as a means to contact people and organisations is an extremely valuable tool, encouraging the 

development of communication skills and transforming the learning process by opening up extra 

possibilities. However, just as in the real world, children may get involved in inappropriate, antisocial or 

illegal behaviour while using new technologies eg, cyberbullying, identity theft, and arranging to meet 

people they have met online. The e-mail system is regularly monitored and should not be considered private 

communication.  

6.3 Staff  

All staff are given a school e-mail address and it is recommended that this should be used for all professional 

communication. This is to ensure safeguarding for all adults. Staff are allowed to access personal e-mail 

accounts on the school system outside directed time and are advised that any messages sent using the school 

equipment must be in line with the school’s e-mail policy. In addition, they are also advised that these 

messages will be scanned by the monitoring software. 

7. E-Safety Training  

7.1 Staff  

It is essential that all staff – including non-teaching staff - receive e-safety training and understand their 

responsibilities, as outlined in this policy. Training will be offered as follows: 

• A planned programme of formal e-safety training will be made available to staff. An audit of the 

esafety training needs of all staff will be carried out regularly. 

• It is expected that some staff will identify e-safety as a training need within the performance 

management process.  

• All new staff should receive e-safety training as part of their induction programme, ensuring that they 

fully understand the school e-safety policy and acceptable use policies which are signed as part of 

their induction  

• The E-safety Co-ordinator will be CEOP trained.  

• The E-Safety Coordinator will receive regular updates through attendance at local authority or other 

training sessions and by reviewing guidance documents released by the DfE or the local authority. 

• All teaching staff have been involved in the creation of this e-safety policy and are therefore aware of 

its content  

• The E-Safety Coordinator will provide advice, guidance and training as required to individuals as 

required on an ongoing basis.  

• External support for training, including input to parents, is sought from Worcestershire School 

Improvement Learning Technologies Team when appropriate 



7.2 Governors  

Governors should take part in e-safety training / awareness sessions, with particular importance for those 

who are members of any subcommittee or group involved in ICT, e-safety, health and safety or child 

protection. This may be offered in a number of ways:  

• Attendance at training provided by the Local Authority (Governor Services or School Improvement 

Service), National Governors Association or other bodies. 

• Participation in school training / information sessions for staff or parents  

The e-safety governor works closely with the e-safety coordinator and reports back to the full governing 

body.  

7.3 Parent and Carer Awareness raising  

Many parents and carers have only a limited understanding of e-safety risks and issues, yet they play an 

essential role in the education of their children and in the monitoring and regulation of the children’s on-line 

experiences. Parents often either underestimate or do not realise how often children and young people come 

across potentially harmful and inappropriate material on the internet and are often unsure about what they 

would do about it. “There is a generational digital divide”. (Byron Report).  

The school will therefore seek to provide information and awareness to parents and carers through: 

• Letters, newsletters, web-site  

• Parents evenings and Information sessions  

7.4 Pupils  

Whilst children will, at times, use emails as part of their learning across the curriculum, the school does not 

use chat rooms or instant messaging. Children will however be made aware of the risks involved in all of 

these and ways of avoiding them, as part of their e-safety and digital literacy skills development. Pupils (in 

KS2)  have access to e-mail accounts as part of learning and teaching through purple mash These are 

accessed in the presence of, and monitored by, the class teacher. Any inappropriate e-mails must be reported 

to the e-Safety coordinator/ class teacher as soon as possible.  

If any staff believe that a child has been targeted with e-mail messages by parties with criminal intent, the 

messages will be retained, the incident recorded, and the Governors and the child’s parents informed. Advice 

will also be taken regarding possible further steps, including investigation using forensic monitoring 

software. 

 To provide an email environment for pupils which is as safe and secure as possible the school has adopted 

the following practice:  

• the use of the purple mash e-mail service whereby pupils can email the class teacher.  If they email 

each other it goes first via the class teacher to check content. 

• pupils read e-mail messages when a member of staff is present, or the messages have been previewed 

by the teacher; 

• children are taught not to open or respond to emails from a previously unknown source, but to tell the 

member of staff present in the room so that appropriate action can be taken. 

7.5 E-Safety Education  

Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils 

to take a responsible approach. The education of pupils in e-safety is therefore an essential part of the 

school’s e-safety provision. Children and young people need the help and support of the school to recognise 

and avoid e-safety risks and build their resilience. This is particularly important for helping children to stay 

safe out of school where technical support and filtering may not be available to them. 

 E-Safety education will be provided in the following ways:  

• A planned e-safety programme is provided as part of Computing, PHSE and other lessons. This is 

regularly revisited, covering the use of Computing and new technologies both in school and outside 

school  

• Key e-safety messages will be reinforced through further input via assemblies and pastoral activities, 

as well as informal conversations when the opportunity arises. 



• Participation in the annual internet safety day/week whereby pupils have awareness raised through 

the use of activities provided by UK Safer Internet Centre. 

• Pupils will be helped to understand the need for the pupil Acceptable Use Agreement (see 

Appendices)  

• Pupils will be encouraged to adopt safe and responsible use of ICT both within and outside school.  

• In lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites 

checked as suitable for their use and that processes are in place for dealing with any unsuitable 

material that is found in internet searches. 

• By using the up to date Education for a connected world guidance issued (June 2019). 

• Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the 

content of the websites the young people visit, encouraging children to discuss anything of which 

they are unsure and implementing the expected sanctions and/or support as necessary. 

• Pupils will be made aware of what to do should they experience anything, while on the Internet, 

which makes them feel uncomfortable. 

7.6 Information Literacy  

Pupils should be taught in all lessons to be critically aware of the content they access on-line and be guided 

to validate the accuracy of information by employing techniques such as:  

• Checking the likely validity of the URL (web address)  

• Cross checking references (Can they find the same information on other sites?) 

• Checking the pedigree of the compilers / owners of the website  

• See lesson 5 of the Cyber Café Think U Know materials  

• Referring to other (including non-digital) sources 

• Pupils will be taught to acknowledge the source of information used and to respect copyright 

when using material accessed on the internet. 

• Pupils are taught how to make best use of internet search engines to arrive at the information they 

require 

• We use the resources on CEOP’s Think U Know site as a guide for our e-safety education. 

8. Use of other communication and mobile technologies 

 8.1 Mobile phones 

 We recognise that the area of mobile technology is rapidly advancing and it is our school’s policy to review 

its stance on such technology on a regular basis. Currently our policy is this:  

Members of staff are permitted to bring their personal mobile devices into school. They are required to use 

their own professional judgement as to when it is appropriate to use them. Broadly speaking this is: 

• Personal hand held devices will be used in lesson time only in an emergency or extreme 

circumstances  

• Members of staff are free to use these devices outside teaching time. 

• Mobile phones or hand-held personal devices are not to be used to take photographs or videos of 

pupils under any circumstances. 

 Pupils are not allowed to bring mobile phones into school. The Educations and Inspections Act 2006 grants 

the Head the legal power to confiscate mobile devices where there is reasonable suspicion of misuse and the 

Head will exercise this right at their discretion. 

 The school internet/e-mail facilities should be used only for educational purposes during teaching and 

learning time. Staff are advised not to, but if they do choose to use school internet facilities for personal 

purposes, such as online banking or purchasing of items for personal use, this will be at their own risk.  

Staff are advised not to give out their personal mobile telephone numbers to parents, even when travelling on 

a school trip. 

Please refer to Mobile Phone Usage Policy for further detail. 

 



8.2 Emails  

Access to email is provided for all users in school. 

These official school email services may be regarded as safe and secure and are monitored.  

• Staff and pupils should use only the school email services for school/work purposes and not for 

personal use 

• Users need to be aware that email communications are monitored  

• Pupils normally use only an email account to communicate with people within school and with the 

permission / guidance of their class teacher  

• A structured education program is delivered to pupils which helps them to be aware of the dangers of 

and good practices associated with the use of email.  

• Staff need to be aware that any personal e-mails will be monitored by the school Forensic Monitoring 

Software and should not use personal e-mails to share/exchange any sensitive or personal data 

relating to pupils (or any other sensitive matters). 

• Personal e-mails may only be accessed outside of teaching and learning times. 

• Users must immediately report to their class teacher / e-safety coordinator the receipt of any email 

that makes them feel uncomfortable, is offensive, threatening or bullying in nature and they must not 

respond to any such email. 

8.3 Use of Internet networking sites eg. Facebook  

Staff are reminded about the use of internet sites such as Facebook. It is recognised that there is a need for 

discretion when using such sites. If staff use social networking sites eg. Facebook, no reference is to be made 

to Meadows First School by name, nor by description of events, comments, people, or feelings towards the 

school. 

 It is neither professional nor appropriate to allow parents, students or ex-students onto your Facebook page. 

Staff should be mindful that anything that can be seen by the public may reflect on the school (this includes 

photographs).  

All staff are required to sign the Acceptable Use Policy in relation to social networking sites (see 

Appendices). See also the school’s Social Media Policy. 

9. Publishing of Content via digital resources or the internet 

 It is recognised that staff and children may at some time produce and publish materials on an Internet Web 

Site associated with the School eg the school website/displays in school.  

The school has its own website hosted through its recognised reputable ISP. Materials produced as part of 

children’s learning may be published on it unless parents have indicated otherwise at the time their child is 

admitted to school. Pupils’ full names will not be published outside the school environment. Should anyone 

wish to contact the school in response to such materials they are advised to contact the school via the school 

office by email or telephone.  

No materials will be published on the Internet which contains any unacceptable images, language or content.  

Parents are advised that they may take photographs or videos of children’s performances only for personal 

use. These must not be published on the internet eg on Facebook. 

 Members of staff are allowed to take digital still and video images to support educational aims, but must 

follow school policies concerning the sharing, distribution and publication of those images. Those images 

should only be captured using school equipment; the personal equipment of staff should not be used for such 

purposes. 

Care should be taken when taking digital / video images that pupils are appropriately dressed and are not 

participating in activities that might bring the individuals or the school into disrepute.  

Pupils must not take, use, share, publish or distribute images of others without their permission. 

Infringement of these rules will be taken as a serious disciplinary issue.  

 



9.1 Copyright Issues 

 It is recognised that all materials on the Internet are copyright, unless copyright is specifically waived. It is 

the school’s policy that the copyright of Internet materials will be respected. Where materials are published 

on the Internet as part of the teacher’s professional duties, copyright will remain with the County Council. 

Internet published materials will contain due copyright acknowledgements for any third party materials 

contained within them. Staff are provided with guidance on using advanced search engine settings which can 

filter results according to copyright. 

 9.2 Use of the school’s Internet facility by visitors and guests 

 Members of school staff are expected to take responsibility for the actions of any adult guests or visitors 

who they allow or encourage to use the school Internet facilities. The essential “dos and don’ts” are 

explained to such visitors and guests prior to their use of the Internet. 

 Unacceptable use will lead to the immediate withdrawal of permission to use the school Internet facility. 

Guest logins for the network are available for use by supply teachers and students. A log is kept of supply 

teachers and students using these. 

10. Responding to Incidents of Inappropriate or Undesirable Use  

10.1 Unintentional exposure of children to Inappropriate Content 

 It is the School’s policy that every reasonable step should be taken to prevent exposure of children to 

undesirable materials on the Internet. It is recognised that this can happen not only through deliberate 

searching for such materials, but also unintentionally when a justifiable Internet search yields unexpected 

results.  

If any users discover undesirable sites, the URL (web address) and content must be reported to the E-safety 

Coordinator/ Headteacher who will inform the technicians (Lourdes) as soon as possible  

10.2 Intentional access of undesirable Content by children  

Children should never intentionally seek offensive material on the Internet. In any such incident the matter 

will be treated as a disciplinary matter, and the parents of a child or children will be informed. In the event of 

children being exposed to undesirable materials, however accessed, the following steps will be taken: 

• pupils will notify a teacher or teaching assistant immediately  

• initially the e-safety coordinator will be notified by the teacher, and then the head teacher  

• the incident will be recorded in a central log, held by the E-Safety Coordinator; the frequency and 

nature of incidents will be monitored and reported to Governors 

• the approved forensic monitoring software will be used to investigate as appropriate  

• parents will be notified at the discretion of the Head Teacher according to the degree of seriousness 

of the incident (for example, exposure to materials that include common profanities might not be 

notified to parents, but exposure to materials that included pornographic images would be notified)  

10.3 Intentional access to undesirable Content by adults  

Deliberate access to undesirable materials by adults is unacceptable, and will be treated as a disciplinary 

issue. If abuse is found to be repeated, flagrant or habitual, the matter will be treated as a very serious 

disciplinary issue. The Governors will be advised and the LA will be consulted. The County Council 

guidance regarding what to do with computers which have been used inappropriately will be followed in 

cases of serious misuse. 

 

 

 

 

 

 

 

 

 

 



10.4 Reporting of e-safety breaches  

It is hoped that all members of the school community will be responsible users of ICT, who understand and 

follow this policy. However, there may be times when infringements of the policy could take place, through 

careless or irresponsible or, very rarely, through deliberate misuse. Listed below are the responses that will 

be made to any apparent or actual incidents of misuse: 
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APPENDIX 7 

  

 

Guidance for Reviewing Internet Sites 

This guidance is intended for use when the school needs to manage incidents that involve the use of online 

services. It encourages a safe and secure approach to the management of the incident. Incidents might 

typically include cyber-bullying, harassment, anti-social behaviour and deception. These may appear in 

emails, texts, social networking sites, messaging sites, gaming sites or blogs etc. 

 Do not follow this procedure if you suspect that the web site(s) concerned may contain child abuse images. 

If this is the case please refer to the Flowchart for responding to online safety incidents and report 

immediately to the police. Please follow all steps in this procedure: 

• Have more than one senior member of staff / volunteer involved in this process. This is vital to 

protect individuals if accusations are subsequently reported. 

• Conduct the procedure using a designated computer that will not be used by young people and if 

necessary can be taken off site by the police should the need arise. Use the same computer for the 

duration of the procedure.  

• It is important to ensure that the relevant staff should have appropriate internet access to conduct the 

procedure, but also that the sites and content visited are closely monitored and recorded (to provide 

further protection). 

• Record the URL of any site containing the alleged misuse and describe the nature of the content 

causing concern. This will automatically be done for you if you are using Forensic Software or other 

monitoring software. It may also be necessary to record and store screenshots of the content on the 

machine being used for investigation. These may be printed, signed and attached to the form (except 

in the case of images of child sexual abuse – see below) 

• Once this has been completed and fully investigated the group will need to judge whether this 

concern has substance or not. If it does then appropriate action will be required and could include the 

following:  

• Internal response or discipline procedures  

• Involvement by Local Authority or national / local organisation (as relevant).  

• Police involvement and/or action 

If content being reviewed includes images of Child abuse then the monitoring should be halted and referred 

to the Police immediately. Other instances to report to the police would include:  

• incidents of ‘grooming’ behaviour  

• the sending of obscene materials to a child  

• Isolate the computer in question as best you can. Any change to its state may affect a later police 

investigation.  

It is important that all of the above steps are taken as they will provide an evidence trail for the group, 

possibly the police and demonstrate that visits to these sites were carried out for child protection purposes. 

The completed form should be retained by the group for evidence and reference purposes. Sample 

documents for recording the review of and action arriving from the review of potentially harmful websites 

can be found in the PDF version of the SWGfL template e-safety policy (pages 62-64): 

https://swgfl.org.uk/assets/documents/online-safety-policy-templates-with-appendicies.pdf  

https://swgfl.org.uk/assets/documents/online-safety-policy-templates-with-appendicies.pdf


 

                 APPENDIX 8 

   

Criteria for Website Filtering 

A. ORIGIN - What is the website's origin?  

• The organisation providing the site is clearly indicated.  

• There is information about the site's authors ("about us", "our objectives", etc.)  

• There are contact details for further information and questions concerning the site's information and 

content. 

• The site contains appropriate endorsements by external bodies and/or links to/from well trusted 

sources 

B. CONTENT - Is the website's content meaningful in terms of its educational value? 

• The content is age-appropriate  

• The content is broadly balanced in nature, and does not appear unduly biased, partisan or unreliable  

• The site is free of spelling mistakes, grammatical errors, syntax errors, or typos. 

• The site promotes just representations of racial, gender, and religious issues.  

• The site does not contain inappropriate content such as pornography, abuse, racial hatred and 

terrorism.  

• The site does not link to other sites which may be harmful / unsuitable for the pupils  

• The content of the website is current. 

C. DESIGN - Is the website well designed? Is it / does it: 

• appealing to its intended audience (colours, graphics, layout)? 

• easy to navigate through the site - links are clearly marked etc? 

• have working links?  

• have inappropriate adverts? 

D. ACCESSIBILITY - Is the website accessible?  

• Does it load quickly?  

• Does the site require registration or passwords to access it? 

• Is the site free from subscription charges or usage fees? 

 

 

 

 

 

 

 

 

 



APPENDIX 9 

Supporting resources and links     

The following links may help when reviewing a school e-safety policy.  

General 

South West Grid for Learning “SWGfL Safe” - http://www.swgfl.org.uk/Staying-Safe  

Child Exploitation and Online Protection Centre (CEOP)  http://ceop.police.uk/  

ThinkUKnow http://www.thinkuknow.co.uk/  

ChildNet http://www.childnet.com/   

InSafe http://www.saferinternet.org/ 

Byron Reviews (“Safer Children in a Digital World”) - https://www.gov.uk/government/groups/uk-council-

for-child-internet-safety-ukccis  

Becta – various useful resources now archived 

http://webarchive.nationalarchives.gov.uk/20101102103654/http:/www.becta.org.uk  

London Grid for Learning - http://www.lgfl.net/esafety/Pages/education.aspx?click-source=nav-esafety  

Northern Grid -  http://www.digitallyconfident.org   

National Education Network -  http://www.nen.gov.uk/e-safety/ 

WMNet – http://www.wmnet.org.uk   

EU kids Online  -   http://www.lse.ac.uk/media%40lse/research/EUKidsOnline/Home.aspx  

Cyber Bullying 

Teachernet “Safe to Learn – embedding anti-bullying work in schools” (Archived resources) 

http://tna.europarchive.org/20080108001302/http://www.teachernet.gov.uk/wholeschool/academy/behaviour

/tacklingbullying/cyberbullying/ 

Anti-Bullying Network - http://www.antibullying.net/cyberbullying1.htm  

Cyberbullying.org - http://www.cyberbullying.org/  

CyberMentors: young people helping and supporting each other online - http://www.cybermentors.org.uk/  

Prevent Duty - 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/439598/prevent-duty-

departmental-advice-v6.pdf  

Social networking 

Digizen – “Young People and Social Networking Services”: http://www.digizen.org/socialnetworking/ 

Get Safe On-line - https://www.getsafeonline.org/social-networking   

Connect Safely - Smart socialising:  http://www.connectsafely.org/ 
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Mobile technologies  

“Guidelines on misuse of camera and video phones in school/academies” 

http://www.dundeecity.gov.uk/dundeecity/uploaded_publications/publication_1201.pdf  

Data protection and information handling 

Information Commissioners Office - Data Protection:  

http://www.ico.gov.uk/Home/what_we_cover/data_protection.aspx   

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/702

325/GDPR_Toolkit_for_Schools__1_.pdf  

 

Digital Parenting -  http://www.vodaphone.com/parents 

http://www.digitalparenting.ie/  

https://www.commonsensemedia.org/  

Links to other resource providers  

SWGfL has produced a wide range of information leaflets and teaching resources, including films and video 

clips – for parents and school/academy staff.  A comprehensive list of these resources (and those available 

from other organisations) is available on the “SWGfL Safe” website: http://www.swgfl.org.uk/staying-safe  

BBC Webwise: http://www.bbc.co.uk/webwise/  

Kidsmart: http://www.kidsmart.org.uk/default.aspx    

Know It All - http://www.childnet-int.org/kia/  

Cybersmart - http://www.cybersmartcurriculum.org/home/     

Internet Watch Foundation: http://www.iwf.org.uk   

Digizen – cyber-bullying films: http://old.digizen.org/cyberbullying/film.aspx  
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APPENDIX 10 

Home learning safeguarding and practice                                                                     

 

During the COVID-19 Pandemic, schools have closed to the majority of pupils and have remained open to 

the children of key workers and vulnerable children. School provision is continuing to be provided away 

from school through the school website and through the online learning platform PURPLE MASH.  

 

STREAMING CONTENT 

Staff will not be engaging in live-streaming lessons over platforms such as ZOOM due to ongoing reports of 

unintended pornographic content being shared (ZOOMBOMBING) as well as the requirement for every 

child to have an adult present for safeguarding purposes. Not every household would be able to provide such 

support so it has been agreed by SLT that online learning should be activity-based with no face-face 

teaching.  

 

WORK DISTRIBUTION AND ONLINE PLATFORMS 

Staff will set work that can be accessed from reputable and trusted websites/platforms. Staff must check 

work is both accessible and appropriate for their class before setting. All activities and suggested timetables 

will be uploaded onto individual year group pages before the week’s work commences on Monday morning.  

 

SETTING AND RESPONDING TO WORK 

Staff will set and respond to work set through the online platform PURPLE MASH. Details of activities may 

be shared on the weekly timetable of activities. All work on PURPLE MASH should be set via the 2do 

system to make locating and saving of work as easy for the child as possible. All teachers within a year 

group have the capacity to set and mark work for their entire year group if so desired.  

 

Children have the option to write a note to their teacher when they hand work in. If there is any inappropriate 

language or content within this message, the teacher can remove the comment and inform the Headteacher 

who in turn can contact parents to discuss next steps. Some work set on PURPLE MASH can be marked and 

commented on from a teacher. Staff must ensure that comments are encouraging and supportive. There must 

be no inappropriate language used when communicating through PURPLE MASH. Teachers may wish to 

reward children with the REWARD function where a small celebratory animation and digital certificate are 

sent to a child. Only the recipient child can see their comments/teacher feedback and any rewards. Children 

can have work reset (REDO function) to give an activity another go if they incorrectly handed it in or have 

become confused with the work.  

 

Other work set not through PURPLE MASH does not require feedback but parents may wish to discuss 

work and troubleshoot problems with accessibility with their child’s teacher through the class email 

addresses.  

 

PUPIL / STAFF ONLINE COMMUNICATION 

KS2 year groups have had individual class blogs created on PURPLE MASH as a space to communicate 

with one another and share experiences and ideas. Children can upload text and images and can comment on 

one another’s posts. It is the responsibility of the teacher to monitor and mediate their class blog and deal 

with any inappropriate content. Any such content can be altered or deleted by staff. Staff can also contribute 

to posts but must maintain a positive and professional approach to interaction with children. All participating 

children can see all posts, comments and content.  

 

KS1 and 2 Children and staff can communicate with each other using the 2email tool in PURPLE MASH. 

Children cannot currently communicate with each other over email unless the teacher has approved the email 

first. Any inappropriate content in pupil-pupil or pupil-staff emails should be reported to the DSL. If any 

communication is used via 2email, staff should not delete any email correspondence to maintain evidence 

base of appropriate communication if required. When communicating with children via email platforms, 



staff should use friendly, age-appropriate language. Staff should always maintain appropriate professional 

boundaries, avoid behaviour which could be misinterpreted by others and report any such incident to a senior 

manager. This is as relevant in the online world as it is in the classroom; staff engaging with pupils and / or 

parents online have a responsibility to model safe practice at all times. 

 

The main stream of communication between home and staff should be done through the class email 

addresses provided on weekly timetables for each year group. Any communication from a home setting must 

be sent via a parent’s email and must be checked by an adult. Any communication to staff from what looks 

to be a child’s personal account must not be opened until confirmation has been made that a parent or 

guardian has knowledge of the email. 

 

When communicating online with parents, staff must ensure they do not use personal email addresses and 

only use the platforms provided by school or PURPLE MASH as stated above.  

 

If staff need to contact a pupil or parent by phone and do not have access to a work phone, they should 

discuss this with a senior member of staff and, if there is no alternative, always use ‘caller withheld’ to 

ensure the pupil / parent is not able to identify the staff member’s personal contact details. 
 

ADDITIONAL INFORMATION FOR PARENTS  

A Meadows First School online safety document has been made available for parents on year group website 

pages detailing conduct rules for children accessing the internet as well as an extensive list of websites that 

support children’s safe use of internet services. In addition, the document provides a link to the PURPLE 

MASH document ‘Parenting In A Digital World’ with lots of guidance on how to support and promote safe 

internet use for children.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Glossary of terms          APPENDIX 11 

AUA  Acceptable Use Agreement – see templates earlier in this document 

Becta  British Educational Communications and Technology Agency (former government agency 

which promoted the use of information and communications technology – materials and 

resources are archived and still relevant) 

CEOP Child Exploitation and Online Protection Centre (part of UK Police), dedicated to protecting 

children from sexual abuse. Providers of the Think U Know programmes.  

DfE  Department for Education 

FOSI  Family Online Safety Institute 

ICT  Information and Communications Technology 

ICT Mark Quality standard for school/academies provided by NAACE for DfE  

INSET In-service Education and Training 

IP address The label that identifies each computer to other computers using the IP (internet protocol) 

ISP Internet Service Provider 

IWF Internet Watch Foundation 

JANET Provides the broadband backbone structure for Higher Education and for the National 

Education Network and Regional Broadband Consortia  

KS1; KS2 KS1 = years 1 and 2 (ages 5 to 7) KS2 = years 2 to 6 (age 7 to 11) 

LA Local Authority  

LAN Local Area Network  

Learning platform  

 An online system designed to support teaching and learning in an educational setting 

LSCB  Local Safeguarding Children Board 

MIS Management Information System 

NEN National Education Network – works with the Regional Broadband Consortia (eg WMNet) to 

provide the safe broadband provision to school/academies across Britain. 

Ofcom Office of Communications (Independent communications sector regulator) 

Ofsted  Office for Standards in Education, Children’s Services and Skills 

PDA Personal Digital Assistant (handheld device) 

PHSE Personal, Health and Social Education 

SRF Self Review Framework – a tool maintained by Naace used by school/academies to evaluate 

the quality of their ICT provision and judge their readiness for submission for the ICT Mark 

SWGfL South West Grid for Learning – the Regional Broadband Consortium of SW Local Authorities 

and recognised authority on all matters relating to e-safety (on whose policy this one is based) 

URL Universal Resource Locator – a web address 



WMNet The Regional Broadband Consortium of West Midland Local Authorities – provides support 

for all school/academies in the region and connects them all to the National Education 

Network (Internet) 

WSCB Worcestershire Safeguarding Children Board (the local safeguarding board) 

 

 

 


